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Resumo:

Este artigo busca analisar a natureza ambivalente da Inteligéncia Artificial (1A)
no cenario da seguranca digital contemporanea. Por um lado, a IA surge como
uma seguranca adicional indispensavel, permitindo a deteccao de anomalias
em tempo real, automacéao de respostas a incidentes e analise preditiva de
vulnerabilidades com uma velocidade superior a capacidade humana. Por outro
viés, a tecnologia tem sido explorada para viabilizar ataques mais sofisticados,
como phishing altamente personalizado via modelos de linguagem (LLMS),
criacao de deepfakes para engenharia social e o desenvolvimento de malwares
polimorficos que evadem sistemas tradicionais. Além da automatizacéo do
processo de modificacdo e disseminacao de Malwares e Virus.

O objetivo deste artigo € investigar como o equilibrio de forcas entre atacantes
e defensores esta sendo redefinido por essas ferramentas. Através de uma
revisao bibliografica e analise de casos recentes, o estudo buscara responder
se a |A esta tornando o ecossistema digital mais seguro ou se esta apenas
escalando a corrida armamentista cibernética. A pesquisa justifica-se pela
necessidade critica de organizacdes e governos adaptarem suas
infraestruturas diante de ameacas cada vez mais autbhomas e imprevisiveis.

Dificultando o controle e salde dos sistemas.
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Inglés:

The Impact of Artificial Intelligence on Cybersecurity: The Dilemma
Between Automated Defense and Sophisticated Attacks.

Summary:

This article seeks to analyze the ambivalent nature of Artificial Intelligence (Al)
in the contemporary digital security landscape. On the one hand, Al emerges as
an indispensable additional security measure, enabling real-time anomaly
detection, automated incident response, and predictive vulnerability analysis at
a speed superior to human capabilities. On the other hand, the technology has
been exploited to enable more sophisticated attacks, such as highly
personalized phishing via language models (LLMSs), the creation of deepfakes
for social engineering, and the development of polymorphic malware that
evades traditional systems. This also includes the automation of the process of
modifying and disseminating malware and viruses.

The objective of this article is to investigate how the balance of power between
attackers and defenders is being redefined by these tools. Through a literature
review and analysis of recent cases, the study will seek to answer whether Al is
making the digital ecosystem safer or if it is merely escalating the cyber arms
race. The research is justified by the critical need for organizations and
governments to adapt their infrastructures in the face of increasingly
autonomous and unpredictable threats, making it difficult to control and maintain
the health of systems.
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